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Introduction
If you know the enemy and know yourself, you need not fear the result of a hundred battles…. If you know neither the enemy nor yourself, you will succumb in every battle.
Sun Tzu, The Art of War.1
The central purpose of the Counter-Terrorism Strategic Communications (CTSC) Project has been to generate lessons from thematically diverse analyses to inform more effective counter-terrorism messaging efforts. 'A "Linkage-Based" Approach to Combating Militant Islamist Propaganda'2 offered practitioners -from those working in grassroots community-led non-government initiatives to governmental counterterrorism efforts -a two-tiered framework of interlocking guidelines designed to cater to a broad spectrum of target audience motivations. It is a strategy that offers an alternative to ideology-centric approaches that is built on several bodies of research. At its heart are two mutually supportive lines of effort. The first tier is designed to undermine the appeal of violent extremist propaganda via messages that are designed to attack the linkages that violent extremists draw between themselves and solutions and their enemies and crisis. This effort is augmented by the deployment of messages that offer target audiences alternative narratives. The second tier fuses disruption and disengagement strategies to target those who already support violent extremist groups. This two-tiered approach is designed to address the full spectrum of target audience motivations. However, the scope of the original Policy Brief did not allow for a detailed consideration of the framework's conceptual and empirical foundations. This Research Paper is devoted to exploring the strategic logic of the "linkage-based" approach by methodically exploring four bodies of research upon which it is founded. First, the framework's campaign planning guidelines -macro, mezzo and micro considerations and four strategic-policy principles -draw on lessons taken from a historical analysis of successful propaganda strategies during conflict. Second, empirical research from the field of behavioural economics regarding how humans tend to interpret information and make decisions, particularly the notions of automatic and deliberative thinking, help to inform the strategy's campaign and message design guidelines. Third, the focus of Tier 1 efforts -i.e. using specially tailored messaging to dismantle the linkages militant Islamists3 forge between themselves and solutions and their enemies and crisis whilst simultaneously offering alternative narratives -mimics the strengths and exploits the weaknesses of militant Islamist propaganda strategies. It is an approach based on empirical analyses of primary source propaganda materials produced by militant Islamists such as so-called Islamic State (IS) and al Qaeda. Fourth, the focus of Tier 2 efforts -i.e. the deployment of disruption and disengagement strategies -is built on some of the latest research in the field.
………………………………………………………………………………………………………………………………………
While this paper primarily focuses on how the "linkage-based" approach has drawn on preceding CTSC Project publications, it is important to position this study within the broader field of research. Literature concerned with devising strategies to counter violent extremist propaganda is growing rapidly and this paper seeks to contribute to scholarship that fuses both top-down propaganda analysis and bottom-up target audience considerations to inform counterstrategies. For example, Braddock and Horgan's analysis offers a useful snapshot of communication and psychology literature in their development of a methodology for analysing violent extremist propaganda and devising counternarratives.4 Leuprecht, Hataley, Moskalenko and McCauley similarly focus on counternarrative development but instead explore how such narratives should be tailored for specific audiences that may be susceptible to certain "mechanisms of radicalization".5 In contrast, Pelletier, Lundmark, Gardner, Ligon and Kilinc cite social movement theory and examine the speeches of IS leaders to devise counternarratives based on confronting radical interpretations of Islamic law and contextual catalysts of support.6 Such studies are significant because they highlight the importance of bringing together top-down and bottom-up factors in strategic communications analysis. Also noteworthy are publications by think tanks and other NGOs which are playing an increasingly prominent role in shaping discourse in this field, especially related to the challenges associated with confronting violent extremist propaganda online. 7 As is evidenced throughout this paper, the research field is growing and diversifying rapidly. This study merely seeks to contribute to that discourse in some small way.
The "Linkage-Based" Approach No single outside influence can make a man do a thing which is at war with his training. The most it can do is to start his mind on a new track and open it to the reception of new influences….
Mark Twain, What is Man?8
It is important to begin this study by briefly outlining the key principles of the "linkagebased" approach. 9 As illustrated in Figure 1 , the strategy provides a framework of interlocking guidelines that synchronise campaign planning with message design. At the campaign planning level, the "linkage-based" approach is informed by a suite of overarching fundamentals that permeate throughout the strategies' two tiers or lines of effort. Tier 1 primarily targets those who have yet to adopt the militant Islamist's "system of meaning" by deploying a variety messages designed to discredit that "system of meaning" and offer alternative narratives. 10 Tier 2 uses disengagement and disruption strategies targeting those who are already adherents to the violent extremist's "system of meaning".11 The base of Figure 1 features a message design matrix which provides practitioners with interlinked message categories (i.e. pragmaticand identity-choice messaging that may be deployed offensively or defensively) and message themes (i.e. the 5As of positive messaging and the 5Ds of negative messaging). The message design guidelines were placed into a matrix to help facilitate a more coherent and persuasively focused approach to message development (see Table 1 ). For instance, the framework encourages practitioners to consider whether a particular message is designed to coax their audience into pragmatic-choice (based on a "rational" cost-benefit consideration of options) and/or identity-choice (based on identity considerations) decision-making processes. It also demands that consideration be given to whether the message will be deployed offensively (i.e. to control the narrative and/or elicit a response from one's enemy) or defensively (i.e. to counter an adversary's messaging). The persuasiveness of that message can be further boosted by tailoring it to have a negative or positive focus. For example, negative messaging attacks the linkages violent extremists attach between themselves and solutions and their enemies and crisis by emphasising the harm of its audiences making certain choices and thus seeks to undermine the appeal of violent extremists (i.e. proscribed terrorist groups and their supporters). On the other hand, positive messaging is geared towards emphasising the benefits of certain choices and boosting the appeal of one's self and/or allies by linking their actions to solutions. Moreover, this matrix helps to direct the strategic purpose and persuasive intent of any given message. In doing so, it positions messages deployed in a strategic communications campaign into categories that then allow for metric collection and assessments of the comparative efficacy of different message ……………………………………………………………………………………………………………………………………… types, and thus improve campaign and message design decision-making -processes that are impossible with an ad hoc approach to message development.12 Table 1 : Messaging Categories, Sub-Categories and Themes
The "linkage-based" approach is designed with the following considerations in mind:
-Synchronising campaign planning (i.e. the overarching strategic purpose and synchronicity of the strategic communications effort) and message design (i.e. the purpose and details of each communique) is essential for ensuring that the messages released by a strategic communications campaign are perceived to be coherent by target audiences. A theme-centric messaging strategy without overarching campaign guidance risks being reactive (i.e. constantly responding to contextual factors and adversary messaging), slow and ad hoc.
-A spectrum of target audience motivations must be taken into account for a counter-terrorism strategic communications campaign to be effective. As illustrated by Figure 2 , the two tiers of the "linkage-based" approach caters to a spectrum of target audiences: antis,13 curious,14 engaged,15 tacit supporters16 and active supporters. 17 Basing targeting on motivational rather than ideological criteria is designed to facilitate a more focused approach to campaign and message design. 
………………………………………………………………………………………………………………………………………
-The "linkage-based" approach offers an alternative to ideology-centric strategies that rely on essentially counter-proselytisation to undermine the appeal of militant Islamist propaganda. Rather than problematically subjective notions of "extremism", this strategy recommends targeting the propaganda produced by proscribed terrorist organisations and their supporters. This is particularly important in Western nations where secular governments dictating what is a "legitimate" (indeed legal) doctrinal interpretation of religious texts and limiting freedoms of speech for some citizens over others using an opaque definition of "extremism" are likely to fuel the conditions within which violent extremism flourishes.
-To maximise the impact of a message or an overall campaign requires creativity and a deep understanding of one's adversaries and shared target audiences that only on the ground practitioners can offer. It is for this reason that the "linkage-based" approach is designed to provide practitioners with broad and adaptable guidelines within which creativity and nuances can be tailored. Moreover, providing practitioners with a framework of interlocking elements facilitates metric collection across message categories and themes to help improve decision-making.
The purpose of the remainder of this paper is to delve into the research underpinning the four central elements of the "linkage-based" approach by working methodically through the framework from its fundamentals of campaign planning to the message design matrix.
Fundamentals: Campaign Planning
The "linkage-based" approach applies two sets of fundamentals for effective strategic communications: a suite of macro-, mezzo-and micro-level considerations and four strategic-policy/campaign design principles. 'A Brief History of Propaganda during Conflict'18 covered a vast historical, conceptual and thematic breadth with three factors emerging as crucial to the evolution of propaganda during conflict: (i.) developments in communication technologies, (ii.) advancements in military technology and strategy, and (iii.) the shifting relationship between the political elite and the populace. 19 Consequently, recurring themes and trends emerged from that millennia-long history offering lessons for contemporary strategic communications efforts against violent ……………………………………………………………………………………………………………………………………… extremists. 'Lessons from History for Counter-Terrorism Strategic Communications'20 placed these findings into a framework of micro-, mezzo-and macro-level considerations which 'Promoting Disengagement from Violent Extremism' 21 also adopted. These interconnected considerations were identified as crucial for an effective strategic communications campaign. As graphically represented in Figure 3 , they represent a basic checklist for campaign and message design and are central to this framework. 
Macro-Level Considerations
In the broadest sense, the 3Rs are essential for maximising the impact of a messaging strategy:
-Reach: the ability of a message to access target audiences.
-Relevance: the timeliness of the message and its significance to target audiences within the context of immediate situational factors.
-Resonance: the message's influence on audience perceptions typically generated by leveraging deeper identity and socio-historical factors.
Identifying the spectrum of audiences that will consume the message -whether directly due to specific targeting or indirectly -is essential to maximising the potential of a ……………………………………………………………………………………………………………………………………… message or overall campaign to reach its audience and be deemed relevant and resonate with them. Harnessed effectively, the 3Rs can have a compounding effect. For example, a message that is deemed relevant and resonates is more likely to be disseminated through social networks (whether online or offline) thus further boosting its reach.
Mezzo-Level Considerations
The reach, relevance and resonance of one's messaging effort can be enhanced further by these considerations:
-Medium: The medium of communication used to disseminate a message -whether social media, text message or billboard -must be selected to maximise its reach within the target audience. While a particular message may be better suited to a certain medium, a campaign should use a range of mediums in order to both optimise reach and compensate for the limitations of any single medium. Beyond its instrumental effects, a medium may also enhance the resonance and relevance of a message and its messenger via its symbolic qualities. For example, the instrumental benefits of online social media platforms -i.e. faster and wider dissemination of messaging across greater distances -are boosted further by the fact that individuals will often receive messages via networks of like-minded peers which can reinforce that message's perceived resonance and relevance.
-Messenger: The first issue when choosing a messenger is whether the message will be attributed (i.e. author truthfully identified) or unattributed (i.e. author unidentified or false). The credibility of the messenger in the eyes of the target audience may decisively impact the perceived relevance and resonance of that message and thus its impact.22 A messenger needs to be selected on the basis of their perceived credibility to deliver a particular message in the eyes of the intended target audience. The influence of both the message and the messenger may be negatively impacted if the messenger is deemed credible for reasons unrelated to the underlying persuasive intent of a message.
-Format: How a message is presented to an audience -e.g. spoken or written word, still or moving images -can significantly influence its impact on an audience. Indeed, the fusion of instrumental and symbolic factors in medium selection are also applicable to format selection. For instance, empirical research has shown that higher production media may be deemed more credible than lower production media for certain messages23 and such empirical evidence should be factored into format selection decisions.
Micro-Level Considerations
Every message deployed as part of a counter-terrorism strategic communications campaign should be designed to achieve a specific effect on the target audience. That is, every message must be deployed with persuasive intent. The following ……………………………………………………………………………………………………………………………………… considerations are central to the message design guidelines in the "linkage-based" approach:
-Rational-and identity-choice messaging: Information disseminated to target audiences assuming that the "facts will speak for themselves" is deeply flawed because it erroneously assumes a universal interpretation of those "facts". Instead, messaging should be designed to appeal to a target audience's pragmatic-choice (based on a rational cost-benefit consideration of options) and/or identity-choice (based on consideration of one's identity) decision-making processes. Of course, rational-and identity-choice messaging may be deployed positively or negatively. For instance, a positive identity-choice message could promote a variety of identitiesfrom sportsperson to academic or family member -within a certain community with reference to inspiring examples as a means to counter the "black and white" bipolar worldview of violent extremists. Alternatively, a negative rational-choice message may highlight the harsh consequences of engaging in certain behaviours (e.g. breaking counter-terrorism laws). Across an entire campaign, a range of rational-choice and identity-choice messages should be deployed with three basic aims:
to appeal to the broadest spectrum of motivational drivers in target audiences; (ii.)
provide decision-makers with metrics for which type of messaging is most effective to shape future messaging efforts; and, (iii.) trigger and align identity-and rational-choice decision-making processes in target audiences as a means to compound the influence of one's campaign.
As will be explored soon, militant Islamist propaganda strategies typically deploy a diversity of messaging seemingly driven by this strategic logic. This underscores the importance of counter-terrorism strategic communications similarly deploying a range of messaging as a means to comprehensively "compete" in the modern information theatre.
-Defensive and offensive messaging: While counter-narratives against violent extremist propaganda are essential, it is important to recognise that such messaging is inherently defensive. That is, it is messaging designed and deployed in response to an adversary's messaging. Historically, successful propaganda efforts have tended to prioritise offensive messaging -i.e. messaging designed to control the narrative competition and provoke defensive counter-messages from adversaries -as a mechanism to shift the balance of the "information battle". Indeed, the ratio of offensive to defensive messaging deployed, as well as the amount of defensive messaging one side can provoke from the other, may be useful metrics for gauging success. 
Four Campaign Principles
With these macro-, mezzo-and micro-level considerations in mind, the following four principles emerged as crucial for optimising a strategic communications campaign: diversity, coherence, mediums and say-do.
particularly from the social and behavioural sciences -to understand the appeal of extremist propaganda strategies. The Nobel Prize winning research of Daniel Kahneman provided the foundation for this research because of its insights into how humans tend to interpret information and make decisions. 27 For Kahneman, two systems of thinking -"System 1" (also known as "Automatic" or "Fast" thinking) and "System 2" (also known as "Deliberative" or "Slow" Thinking -are in operation in the mind (see Table 2 ). Kahneman argues that "System 1 operates automatically and quickly, with little or no effort and no sense of voluntary control"28 while "System 2 allocates attention to the effortful mental activities that demand it, including complex computations. The operations of System 2 are often associated with the subjective experience of agency, choice, and concentration."29 Despite System 1 and 2 continually operating and interacting, it is System 1 that dominates with System 2 being triggered when deeper thinking is required. This reflects how each system operates: System 1 simplifies with narrow "frames", is efficient, reflexive and fast while System 2 is more effortful, reflective and complex. As Kahnemann argues, " [w] hen System 1 runs into difficulty, it calls on System 2 to support more detailed and specific processing that may solve the problem of the moment. System 2 is mobilised when a question arises for which System 1 does not offer an answer."30 Two other factors have a significant impact on how System 1 and 2 thinking operates. The first are mental models. Put simply, mental models -like identity (e.g. gender, religion, race) and ideology (e.g. worldviews, causal narratives) -provide the "lenses" through which the world is perceived and understood. 32 Humans tend to be characterised by a variety of mental models that are activated (i.e. used to interpret information and guide behaviour) in certain contexts. It follows that social factors, like social networks and social norms, also have a crucial impact on how humans interpret ……………………………………………………………………………………………………………………………………… information, make decisions and behave. Importantly, the social context within which an interaction occurs influences which mental models will dominate and therefore how information will be interpreted.33
In summary, this body of research asserts that humans tend to think (i.) automatically, (ii.) socially, and (iii.) via mental models. Taking into account the roles of System 1 and 2 thinking and the impact of mental models and social factors on these processes is crucial for effective campaign and message design. So too, however, is understanding the glitches that emerge as cognitive biases when, for instance, System 2 is not triggered to mediate System 1. As Kahneman warns, "you generally believe impressions and act on your desires, and that is fine -usually."36 Certain contexts can render humans more prone to these cognitive biases. For example, certain social contexts (e.g. family, church, work) prime individuals to use certain mental models over others (e.g. gender identity, religious identity, occupation identity). Also, stress tends to render humans more reliant on System 1 thinking and less able to trigger System 2 thinking.37
The interaction of System 1 and 2 thinking, the role of stress as an inhibitor of triggering System 2 thinking, and the role of mental models and social factors in these dynamics is essential for effective campaign and message design. Indeed, this body of research has significantly influenced the "linkage based" approach in five crucial ways:
First, and as highlighted earlier, deploying messages on the basis that "the facts will speak for themselves" is deeply flawed because it ignores empirical research regarding the influence of automatic thinking, cognitive biases and broader contextual factors that shape audience perceptions. It is for this reason that the "linkage-based" approach stresses that all messages must be deployed with a persuasive intent. Indeed, the entire strategy is calibrated towards facilitating that purpose. Simple messaging that leverages automatic (System 1) thinking, uses basic framing to trigger appropriate mental models and takes into account social factors should dominate a strategic communications campaign. More complex System 2 oriented messaging is also important but needs to be carefully timed based on contextual factors and synchronised with the broader messaging campaign. This leads to the next point.
Second, the deployment of messaging that requires its target audiences to engage in deliberative thinking for impact must be carefully planned. For example, to maximise the potential impact of System 2 oriented messaging may require a series of System 1 oriented messaging that is designed to "prime" the audience. After all, System 2 ……………………………………………………………………………………………………………………………………… thinking needs to be triggered and so "priming" the audience with preparatory System 1 "gateway" messaging prior to delivering the System 2 oriented message may assist with its impact. To prolong that impact, subsequent "reinforcing" messaging could use System 1 oriented messaging to variously highlight certain aspects of the preceding messages. Of course, contextual factors are also an important consideration for the effective deployment of System 2 oriented messaging. For instance, a target audience that is experiencing acute stress will find it harder to trigger the processes necessary to effectively interpret System 2 oriented messaging. During times of crisis, it may not only be futile but counterproductive to disseminate System 2 oriented messaging and such messaging should ideally be delayed. Alternatively, carefully bundling System 1 oriented messaging may be an effective short-term strategy during crisis that then can act as a "gateway" for later, more System 2 oriented, messaging.
Third, ideologies (which are essentially explanatory narratives typically tied to identity constructs) play an essential role in how individuals and groups interpret the world because they act as mental models (lenses through which the world is understood). However, the validity and resonance of any identity or ideology as a mental model will depend on broader strategic and psychosocial factors. The legitimacy of how an ideology is interpreted is almost inevitably subjective and contested because they are abstract constructs that are produced and reproduced in a socio-historical context. It follows that militant Islamist propaganda is both a product of and response to such factors.
Fourth, rather than focusing on ideology or some opaque notion of extremism to identify target audiences, the "linkage-based" approach uses targeting based on an audience's motivational drivers (see Table 3 ). Negative messaging as a means to drive disengagement.
Aggressive targeted disruption of violent extremist networks.
Finally, an in-depth analysis of primary sources indicates that militant Islamist propaganda seems to be calibrated -whether strategically or inadvertently -to manipulate automatic thinking, increase perceptions of crisis (i.e. stress), leverage powerful mental models and trigger cognitive biases in its audiences.38 Furthermore, militant Islamist propaganda tends to be dominated by System 1 oriented messages and it is within this context that System 2 oriented messages (e.g. fatwas) are deployed. The potency of militant Islamist propaganda is generated by the cumulative effect of multiple strategies and levers of meaning, credibility and behavioural change that are designed to shape the perceptions and polarise the support of followers. The central mechanism for achieving these aims is via the violent extremist's "competitive system of meaning": a network of mental models that provides the lens through which supporters are compelled to perceive and judge the world. It follows that using messaging to dismantle the violent extremist's "systems of meaning" will be crucial to countering their propaganda.
Trends in Militant Islamist Propaganda:
Dismantling the Violent Extremist's "System of Meaning"
One of the central aims of militant Islamist propaganda is to shape the perceptions and polarise the support of followers as a means to motivate (i.e. radicalise) them to actively support the violent extremist's agenda (e.g. engage in terrorism). The "competitive system of meaning" that is central to violent extremist propaganda is graphically illustrated in Figure 3 . At the heart of this system of meaning is the central pitch to target audiences at the heart of militant Islamist propaganda: "we are the champions and protectors of (appropriately aligned) Sunni Muslims (the in-group identity), everyone outside of this narrow in-group identity is an enemy (i.e. out-group identities or Others) who are responsible for the ummah's (Muslim community's) crises, so support us and our solutions (i.e. the militant Islamist politico-military agenda)". By presenting the in-group as pure and benevolent and the out-group as filthy and evil, militant Islamist propagandists are seeking to leverage the powerful forces of identity psychology. By linking these dichotomous identity constructs to solutions and perceptions of crisis respectively, their messaging ties otherwise abstract notions of identity and ideology to "real world" psychosocial dynamics and strategic factors. ……………………………………………………………………………………………………………………………………… Indeed, the notion of a "system of meaning" is a useful way to understand why ideology alone does not explain the strategic logic, let alone the appeal, of militant Islamist propaganda. Ultimately, Figure 3 illustrates that the violent extremist's "system of meaning" is actually a network of mental models that are interrelated in such a way to create mutually reinforcing cycles. Through this lens it follows that the more violent extremists can use narrative and imagery to increase their audience's perceptions of crisis and tie that to enemies, the more susceptible individuals will be to considering the violent extremists as champions of the in-group and sources of solutions (and vice versa). Islamists to keep audiences engaged with new content while appealing to a broad spectrum of potential supporters. From a psychosocial perspective, militant Islamists produce a diversity of content as a means to champion and reinforce their system of meaning. Content analyses of militant Islamist propaganda materials identified three types of narratives -value-, dichotomy-and crisis-reinforcing -that are designed to ……………………………………………………………………………………………………………………………………… strengthen certain linkages between in-group, out-group, solution and crisis constructs as well as fuel the cyclically reinforcing dynamics illustrated in Figure 3 . These different narratives and how they are deployed have played a central role in shaping the "linkagebased" approach. Figure 4 graphically illustrates the value-, dichotomy-and crisis-reinforcing narratives often underpinning militant Islamist propaganda. Represented by vertical arrows in Figure 4 , value-reinforcing narratives are designed to link the in-group identity with solutions and the out-group identity with crises. These types of narratives are deployed, as the name suggests, to reinforce the positive and empowering attributes of the ingroup and the negative and derisive traits of the out-group. These types of narratives may be particularly significant for violent groups because, as Smith argues, "groups that view themselves as morally superior to others may be more likely to engage in violence." 40 Dichotomy-reinforcing narratives, represented by horizontal arrows in Figure 4 , seek to highlight the dualities between the in-and out-group identities and solutions and crisis. There are few better examples of this narrative type than this excerpt from Baghdadi's Mosul address: "O ummah of Islam, indeed the world today has been divided into two camps and two trenches, with no third camp present…"41 Thirdly, crisis-reinforcing narratives tie members of the in-group with crises as a means to condemn them as traitors. This type of messaging is indicative of a militant Islamist's takfirist leanings. Table 4 contains the breakdown of narrative categorisation by primary focus for Azan (issues 1-5). It shows that threequarters of its contents are value-reinforcing with almost half of Azan's contents linking ……………………………………………………………………………………………………………………………………… the in-group to solutions (47.9%). The next most prevalent primary focus was Other/crisis (27.3%). With reference to Table 6 , dichotomy-reinforcing narratives constituted almost half (49.79%) of Dabiq's contents for its first thirteen issues with solution/crisis messages (32.77%) dominating. In-group/solution messaging (27.23%) was the next most common primary focus. 
………………………………………………………………………………………………………………………………………
The purpose of presenting these findings is to show how militant Islamist propaganda deploys a diverse array of messaging to provide an array of hooks to attract audiences characterised by varied motivations. Moreover, this diversity not only helps to reinforce certain aspects of their system of meaning but works to trigger and fuel propaganda's cyclically reinforcing forces. It should be clear that attacking the violent extremist's "system of meaning" is to focus on the schwerpunkt of the militant Islamist propaganda effort. The "linkage-based" approach seeks to dismantle the militant Islamist's "system of meaning" using a variety of messaging targeting the linkages violent extremist's forge between themselves and solution and their enemies and crises as illustrated in Figure  5 . While the interconnectedness of militant Islamist messaging is arguably one of its key strategic strengths, the "linkage-based" approach is designed to exploit it. After all, the more that these crucial linkages can be discredited the more susceptible other linkages become to being discredited. Overall, the "linkage-based" approach mimics the strengths and exploits the weaknesses of militant Islamist propaganda. As briefly described earlier and represented again in Table 7 , the strategy's message design matrix is calibrated to ensure campaign planning aligns with messaging categories and themes to attack these links. It is important to consider how the 5As of positive messaging and the 5Ds of negative messaging reflect this strategic logic. 
The 5As of Positive Messaging
Positive messaging is designed to offer alternative narratives to those espoused by violent extremists. Used primarily in the Tier 1 line of effort, this type of messaging explicitly focuses on convincing its audiences of the benefits of certain choices and boosting the appeal of one's self and/or allies by linking their actions to solutions. However, it is also an additional (if subtler and indirect) means to attack the ties militant Islamist propaganda draws between themselves and solutions and their enemies and crisis. Described in Table 8 , the 5As are absorb, advise, activate, anchor and assure. These five themes are purposely broad and designed to facilitate offensive and defensive as well as pragmatic-choice and identity-choice messaging to guide and channel the creativity of practitioners. The themes are also designed to facilitate a variety of persuasively designed messaging that is coherent and mutually-reinforcing. It follows that the absorb and anchor themes seek to respectively link the target audience with positive collective and individual identities. Meanwhile, assure and advise positively link the messenger to "real world" benefits. Reflecting a recognition that many who are attracted to violent extremists want to address "real world" crises, the activate theme is designed to encourage individuals to positively channel their energies. The importance of positive messaging is reflected in the tendency for violent groups to frame themselves as pure and thus responsible for addressing crises; a point further evidenced by the prevalence of empowering in-group/solution narratives in Azan, Inspire and Dabiq magazines. 
Identity-Choice Sample

Absorb
Target audience is part of a positive and worthwhile community (emphasis on collective identity).
Promote target audience' involvement in activities that benefit their community (e.g. charity, sport).
Inclusive messaging that focuses on community/national identity.
Advise
Clarity about how pertinent issues/events effect target audiences.
Clear messaging about the impact of counterterrorism laws (e.g. response to blowback against community).
Demonstrate how counter-terrorism efforts do not focus on a single community.
The 5Ds of Negative Messaging47
The purpose of negative messaging is to attack the linkages violent extremists make between themselves and solutions and their enemies and crisis typically by stressing the harm of certain choices as a means to diminish the appeal of violent extremist propaganda (i.e. proscribed terrorist groups and their supporters). While deployed in support of both tiers, negative messaging plays a particularly central role in Tier 2's disengagement strategies. Detailed in Table 9 , the 5Ds are divided, disabused, disillusioned, directionless and discouraged. The 5Ds are broad themes designed to facilitate offensive and defensive as well as pragmatic-choice and identity-choice messaging. These themes are flexible enough to facilitate practitioner creativity. As with the 5As, the 5Ds can be deployed to variously attack the linkages established by violent extremist propaganda. Given the centrality of the 5Ds to disengagement strategies, the final section of this study is devoted to analysing them in greater depth. 
The Empirical Foundations of Tier 2 Efforts
The primary target audience of Tier 2 efforts are those that already adhere to the system of meaning championed by violent extremists, i.e. tacit and active supporters. Its dual strategies of disengagement (i.e. negative messaging) and disruption strategies draws largely on the findings published in 'Promoting Disengagement from Violent Extremism'.48 The 5Ds of negative messaging, as outlined above, can be applied in an extraordinarily diverse range of messages. Importantly, a premise underpinning the "linkage-based" approach is that ideology-centric de-radicalisation (now sometimes described as "intervention") strategies are not only difficult to measure but risk acting as a catalyst of radicalisation. As Berger asserts: "Disengagement is a preferable goal to 'de-radicalisation', which is frequently the focus of CVE and always the focus of PVE. Disengagement is the process by which individuals cease to be mobilised in support of a violent extremist movement. De-radicalisation is the process by which individuals cease to hold extremist beliefs." 49 Tier 2's strategy of disengagement is based on compelling empirical research. For example, in 'Making CVE Work: A Focused Approach Based on Process Disruption', the findings from a variety of case studies were presented which supported the assertion that negative views of the group/movement was a powerful driver of disengagement.50 Moreover, these case studies suggested that those negative views did not need to be replaced by positive alternatives. The key here is that negative views were sufficient for disengagement. It is for this reason that Tier 2 is designed to drive the movement of individuals from "active" to "tacit" supporters and, potentially, from "tacit" supporters to those who could then be targeted by Tier 1 efforts. This underscores the mutually reinforcing nature of the two-tiered framework. In this instance, the deployment of Tier 2 negative messaging works to reinforce Tier 1 efforts while Tier 1 messaging caters for individuals transitioning away from "active" support.
Network disruption strategies, deployed both online and offline, are central to Tier 2. Disruption strategies that shutdown violent extremist networks and accounts online, for example on social media platforms, should be reinforced by government agencies actively targeting members and supporters of proscribed terrorist organisations (and ……………………………………………………………………………………………………………………………………… vice versa). Disruption efforts extend beyond shutting-down accounts online or arresting violent extremists. It can also include, for example, deploying unattributed messaging both online and offline and cultivating human sources to erode trust within target networks. Deployed effectively, the impact of disruption strategies can reverberate through the entire target audience spectrum compounding the benefits of the entire strategy. After all, disruption is a powerful instrumental tool for diminishing the reach of militant Islamist propaganda and negating certain mediums and even messengers from the "information theatre". It therefore also impacts on the relevance and resonance of violent extremist propaganda. Disruption strategies create opportunities for the resultant void to be filled with messaging from actors present in the "information theatre". Consequently, a disruption strategy that is not partnered with messaging (preferably synchronised with actions) may inadvertently create opportunities for other adversaries to fill the void. It is for this reason that the "linkagebased" approach requires the simultaneous deployment of negative messaging with disruption efforts.
Research measuring the impact of disruption strategies on violent extremist networks online provides empirical support for its inclusion in the "linkage-based" approach. 53 During this period of monitoring, the authors found that suspensions not only resulted in reductions in follower counts and the amount of pro-IS content but the impact persisted beyond those periods of suspension pressure. 54 In a subsequent study, Berger explored the impact of suspension pressures versus the absence of such pressures on violent extremist social media networks in Nazis vs ISIS on Twitter.55 As Berger asserts, White nationalist accounts suffered relatively little suspension pressure. Three white nationalist accounts and four Nazi accounts were observed to be suspended during the course of data collection, and a handful of additional accounts were seen to be suspended in the days that followed. Around 1,100 ISIS ……………………………………………………………………………………………………………………………………… accounts were suspended during and immediately after collection.56
The impact was that "white nationalist datasets examined outperformed IS in most current metrics and many historical metrics."57 Berger goes onto argue that "the clear advantage enjoyed by white nationalists was attributable in part to the effects of aggressive suspensions of accounts associated with ISIS networks." 58 The US State Department report in July 2016 on Counter-Daesh Coalition efforts stated:
According to a recent Rand study, on average there are now six people opposing Daesh's message online for every one supporting it. There has been a 45% decrease in the overall volume of pro-ISIL tweets since June 2014 and the average number of followers per pro-ISIL account has dropped from a 2014 high of 1,500 to around 300 today.59
Overall these studies highlight that disruption strategies can have direct benefits but they also create opportunities that may be exploited by other adversaries and increase the potential for inadvertent "blowback". This has been factored into the "linkagebased" approach with the inclusion of disengagement as a simultaneous Tier 2 strategy which are supported, more broadly, by Tier 1 efforts.
Conclusion
A long habit of not thinking a thing wrong, gives it a superficial appearance of being right, and raises at first a formidable outcry in defence of custom. But the tumult soon subsides. Time makes more converts than reason.
Thomas Paine, Common Sense.60
One of the most persistent habits to emerge during the so-called Wars on Terror has been to frame the problem of violent extremism as fundamentally ideological in nature. It is a view that has underpinned counter-terrorism efforts and is a common feature of political rhetoric from Western leaders. President George W Bush's 2005 declaration that "the murderous ideology of Islamic radicals is the great challenge of our new century"61 would not be out of place today. Ideology needs to be understood within the context of broader psychosocial forces and strategic factors. Focusing "hard" and "soft" counter-terrorism efforts disproportionately on ideology, particularly opaque notions of "extremism", is more likely to be futile, if not counterproductive, especially when championed by secular governments. 'A "Linkage-Based" Approach to Combating Militant Islamist Propaganda' was an effort to present an alternative strategy for counter-terrorism strategic communications practitioners. The purpose of this study was not to introduce new concepts or expand upon the two-tiered framework but to ……………………………………………………………………………………………………………………………………… explore in greater depth its conceptual and empirical foundations. While four bodies of research have informed the strategy, there is much scope for future research with three areas being particularly important. First, further research is required to hone the framework and increase its conceptual and empirical depth. Second, how the strategy itself would be practically operationalised has not been addressed to date. Third, while the various elements of the framework indicate its potential efficacy, the ultimate test requires practical application via case studies. As the first iteration of a strategy, future research will look to expand upon the foundations laid out here.
